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Agenda

e Mercado Brasilelro

e Smart cards
— Arquitetura de software e hardware
— Arquitetura de conectividade

« Nova Smart Card I/ O API (Java 6)
« Java Card
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Palestrante

lgor Medeiros

Evangelista Java Card

Bacharel em ciéncia da computacao
Trabalha cerca de 4 anos com Jva

Pioneiro na produ_?éo de literatura
Java Card no Brasi

Escreve para a revista MundoJava
Colunista do PortalJava.com

Mantenedor do Portal Java Card
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O que é um Smart Card?

e Cartao com chip
embutido

« Transmite,
armazenae
processa dados

e Caracteristicas
definidas na SO
7816

S'DZL 28 .
&3 More sec&’é@olutlons
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Aplicacoes com Cartoes inteligentes

e- CPF
Certificacao digital
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Aplicacoes com Cartoes inteligentes

Bilhete Unico
Transporte publico de Sdo Paulo

© Copyright, 2004- 2005 Igor Medeiros
dos os Direitos Reservados - All Rights Reserved.



Aplicacoes com Cartoes inteligentes

Controle de estimativa de trafego do transito de veiculos em Sao Paulo
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Aplicacoes com Cartoes inteligentes

GSM SIM Cards
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Aplicacoes com Cartoes inteligentes

% E.

| TRIZIUIH i

Uso de RFID contra falsificacdo de ks i
remédios A =

I'||'_.l-r|_|.',,|_ U ripspe L

GlaxoSmithKline l C
TRIZIVIR
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Aplicacoes com Cartoes inteligentes

Controle de acesso
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Aplicacoes com Cartoes inteligentes

Cartao de sécio do clube
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Aplicacoes com Cartoes inteligentes

FIFA WORLD Cup

GERMANY
2006

Ingressos para a copa 2006
Com chips RFID
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Motivacao

Quantidade de Smart Cards no Brasil (milhdes)
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Motivacao

Crescimento da Receita (milhdes de USS$)
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Motivacao

Desenvolvedores
para Smart Carad
no Brasil?




Motivacao

e 99%dos POS Visanet aceitam smart
cards

e 2506ATMs aceitam smart cards

e Internautas Brasileiros perderam US$
120 milhGes pela internet (s6 2005!)
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Arquitetura de Hardware &
Software
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Tipos de cartoes inteligentes

* Diferencas entre funcionalidades e preco

Card body Card body
(frant)
Card body
(back)
Module Chip
({contacts)
Antenna

Source: Gemplus - All About Smart Cards Source: Gemplus - All About Smart Cards

Contato fisico Radio frequéncia

Sem contato (contactless)
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Arquitetura (smart card de contato)

e I
JCRE

(Jva Card Runtine
Environment)

Processador

_/

RAM CPU ROM

256-4096 bytes 8/16/32 bits 6- 64 KBytes

EEPROM

4- 128 KBytes
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Cartoes multi- aplicacao

um aplicativo
(applet) a N
— Java Card
— MULTOS AP

— Smart Card for N Servicos nativos
Windows

e« Suporte a mais de }Applets

© Copyright, 2004- 2005 Igor Medeiros
dos os Direitos Reservados - All Rights Reserved.



Controle de comunicacao - APDU

Application Protocol Data Units
Comunicacao half- duplex

T=0 (envio byte- a- byte)

T=1 (envio de blocos de bytes)

Card-Side

Reader-Side

Applet || Applet || Applet

Command APDU
T=0,T=1, T=USB
Host C 1 ,_ ; I
Application —{ A or T=RF
D Link Protocol
Java Card Frameworkand
) APIs
Response APDU
Java Card VM
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Estrutura APDU

Comando-APDU
Cabecalho obrigatorio opcional

Resposta-APDU
Corpo opcional obrigatorio
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Casos de APDU

Comando

Cabecalho

Cabecalho Le
Cabecalho L Data

C
C

Cabecalho L Data Le

~
M
wn
I -c
o
)
&

O

®
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A

™
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Exemplos APDU

 Get Challenge
>> 00 84 00 00 08
<< 057F16 4EE5 7TE37 FO 90 00

e Delete Master File
>> 80 E4 00 00 02 3F 00 (FORMAT C
<< 9000
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ATR (Answer To Reset)

 Cadela de caracteres com informacoes
do proprio smart card

 Obtido quando o smart card €&
conectado

. Exemplos

3B 23 00 35 13 FF (Schlumberger MicroPayflex)

— 3B1F11 0067 8042 46 4953451052 66 FF81 90 00 (Nokia branded
3C)
— 3B1F94 00 6A 01 38 46 49 53 45108C 02 FF07 90 00 (GSM- SM

Saunalahti) PPS
Q ~ ATR

3B1F11 0067 80 42 46 49 53 45 10 52 66 FF81 90 00
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Analise deum ATR

3BA7 0040 18 80 65 A2 08 01 01 52

ATR analysis '3B A7 00 40 18 80 65 A2 08 01 01 52°
ATR: 3B A7 00 40 18 80 65 A2 08 01 01 52
+ TS= 3B--> Direct Convention
+ TO = A7,Y(1): 1010, K: 7 (historical bytes)
TB(1) = 00 --> Programming Param P: 0, I: 0
TD(1) =40 --> Y(i+1) = 0100, Protocol T =0
TC(2) = 18 - -> Work waiting time: 960 x 24 x (Fi/ F)
+ Historical bytes: 80 65 A2 08 01 01 52
Possibly identified card:

3B A7 0040 18 80 65 A2 08 01 01 52
Gemplus GPK8000
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Java Card
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Plataforma Java Card

Applet Applet Applet
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Aplicacao com smart card

Reader-Side
Back-End Card-Side
Application AN Host
and Application
System(s) Applet || Applet | Applet
s g
_g g ¢ ¢
S | APDUs
E = Vendor- or
@ P Industrv-Specific
Extensions )
Commands ™
Card AT T Java Card
Acceptance APDUs Framework
Device . and APTs
Responses Java Card
Java Card Vi Run.t ime
Environment
Card OS5
_
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Subset

e Tipos primitivos “grandes”: long,
double, float;

o Caracteres e strings

e Arrays multidimensionais

« Carga dinamica de classes

e Security manager

 Garbage collector

e Serializacao e clone de objetos
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Java Card Applets

 Pequenos aplicativos que executam em
Java Cards (“Cardlets”)

AID javacard.framework.Applet
O0xA00000BO
Todo applet deve conter ‘T
um AID (Application Identifier)
MeuApplet
AID
Todo applet deve estender
javacard.framework.Applet
Resource Proprietary
ldentifier Identifier
Extension
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Framework

e javacard.framework
— Abstracoes de Applet, PIN, APDU, System e
Util
e javacardx.framework

— Implementacao de rotinas ISO 7816- 4 (file
system)

e javacardx.crypto
— Suporte a criptografia
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Ferramentas de desenvolvimento

 Sun Jva Card Development Kit (gratuito)

o Axalto VIEWS (evaluation)

(requer login)

« JCOP (Plug eclipse)

JCardExpress (Projeto opensource brasileiro)

Qutras
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http://java.sun.com/products/javacard/dev_kit.html
http://www.simagine.org/
http://www.zurich.ibm.com/jcop/news/news.html
http://jcardexpress.dev.java.net/
http://www.igormedeiros.com.br/sdk

1/ 4
Desenvolvendo um applet HelloWorld

Definicao do CLA e das INStrucgoes

[/l CLA Byte
final static byte HELLO CLA = (byte) O0xBO;

/[l Verify PIN
final static byte INS HELLO = (byte) 0x20;
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214
Desenvolvendo um applet HelloWorld

Implementacado do método
install

public static void install (byte[] bArray, short
bOffset, byte bLength) {

(new Hel loWor1 dJC()) . register(
bArr ay,

(short) (bOfset + 1),
bArray[ bOf fset]);
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Desenvolvendo um applet HelloWorld

Implementacado do método

process
/| processa o comando APDU

public void process(APDU apdu) {
byte[] buffer = apdu.getBuffer();

/] Select the apropriate instruction (Byte |INS)
switch (buffer[1S0r816. OFFSET I NS]) {
case INS HELLO :
get Hel | o( apdu) ;
return;
default :
| SOEXception.throwt (1 SO7816. SW I NS NOT SUPPORTED) ;

}
}
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4/ 4
Desenvolvendo um applet HelloWorld

Implementacado do método
process
private void getHell o( APDU apdu) {
/| cadeia de bytes coma nensagem "hello world"

byte[] hello = {"h',"e,"I","1' "0’
W L, d )

// informa ao JCRE que sera enviado uma resposta
apdu. set Qut goi ng() ;

short total Bytes = (short) hello.length;

/[l informa ao JCRE o tanmanho da nensagem em byt es
apdu. set Qut goi ngLengt h(t ot al Byt es);

/'l envia a nensgem para o host
apdu. sendByt esLong(hell o, (short) O, (short) hello.leng
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Processo de desenvolvimento

EA)

7 DK
@ CLASS Off- card
S

On- card
installation

Dispositivo
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Ciclo de vida

select (AID)
create >
‘ processa
_ O comando
deselect

javacard.framework.Applet
+ install()

+ select()

+ deselect()

+ process()
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Envio de APDU para Applets

Comando

Resposta
Dispositivo
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PC/ SC

o Arquitetura para conectar um PC
(desktop, laptop, etc) aum Smart Card

e Inclul um Resource Manager — controle
da leitora e smart card para o nivel de

aplicacao

e Trata eventos como “cartao inserido”,
“cartao removido”

e Obtém status da leitora e do cartao

e Transmissao e recebimento de APDU

0
i%!

ComEhip,
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PC/ SC

Driver

Leitoras/PIM Pads

Stnart Cards
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Mustang: Novo Smart Card I/ O

« “Mustang”: Java 6!
e SR268: Smart Card I/ O
« ICEProvider (Wrapper INI)

APl que prové funcionalidades PC/ SC e APDU
em aplicativos Jva: javax.smartcardio

i
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Mustang: Novo Smart Card I/ O

Funcionalidades
— Estabelecer conexao com o smart card
— Listar leitoras instaladas no S.O.
— Obter status da leitora (ex.: presenca do cartao)
— Transmitir APDUs e receber resultado
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Mustang: Novo Smart Card I/ O

Camadas
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lib\ security\ java.security

H

# List of providers and their preference orders (see above):

#

security. provider.
security. provider.
security. provider.
security. provider.
security. provider.
security. provider.
security. provider.
security. provider.
security. provider.

1=sun. security. provi der. Sun

2=sun. security.rsa. SunRsaSi gn

3=com sun. net.ssl.internal.ssl.Provider
4=com sun. crypt o. provi der. SunJCE

5=sun. security.jgss. SunProvi der

6=com sun. security. sasl . Provi der
7=org.jcp.xm .dsig.internal.dom XM.DSi gRI
8=sun. security.smartcardi o. SunPCSC
9=sun. security. mscapi . SunVsSCAPI

ComEhip)



1/2

Exemplo

public class TesteSmar Cardl O {
public static void main(String[] args) {

/[l show the list of available termnals
Term nal Factory factory = Term nal Factory. get Defaul t () ;

Li st<CardTerm nal > termnals = factory.term nal s();
Systemout.printin("Termnals: " + termnals);

/'l get the first term nal
CardTerm nal termnal = term nals.get(0);
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212

Exemplo

try {
/1l establish a connection with the card

Card card = term nal.connect ("T=0");
Systemout.println("card: " + card);
Car dChannel channel = card. get Basi cChannel ();

byte[] comando = {(byte) 0x00, (byte) 0x84, (byte) 0xO00,
(byte) 0x00, (byte) 0x08};
ResponseAPDU r = channel .transm t ( new CommandAPDU( comando) ) ;

Systemout.println("ATR " + card.get ATR());
Systemout. println("Protocolo: " + card.getProtocol ());
Systemout.println("response: " + r.toString());
/'l di sconnect
card. di sconnect (fal se);
} catch (CardException e) {
e. printStackTrace();
}
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Aplicativo Java 6 PC/ SC

i Readernalyzer Tester Y [m]

PC/SC Opgies Ajuda

[ PCISC |

Leitora |SCM Microsystems Inc. SCR33x USB Sma... Desconectar

Estado da leitora Alterado,unknoun
Presenca do cartao inteligente present
Protocolo de Transporte T1
Cadeia ATR. 3B BT 1800 C03E 31 FEG553 5048 32 3489000 25

Tipo do cartdo inteligente Assincrono 7316

Comando APDU
CLA INS P1 P2 LC Data

00| [a¢] [0a] [oo]| [oz] [smd | [oa]  [Imodo asch

Pré-definidos - Emviar

Cadeisa ATR: 3B B7? 15 00 <0 3E 31 FE 65 53 50 4B 32 34 90 00 25

Tipo do cartéo inteligente (bhaseado na cadeis ATR) : Assincrono 7316
>»> 1 00A40000023F0000

<< 2@ B2 G54

> G: 00A40001023F0000

N
[« [ulT» E
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Frameworks off card complexos

e OCF (OpenCard Framework)
 Java Card RMI

Encapsulamento
APDU

appletC.setValor(*2”)
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Futuro proximo

 Java Card 3.0 mhink  BIG,

e Smart cards com
limitacoes
menores de
hardware

Get SHARP,

0
i%!

dos os Direitos Reservados - All Rights Reserved. ComEhip
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fAn exception 06 has occured at 0028:C11B3ADC in WxD DiskTSD(03) +
00001660, This was called from 0028:C11B40C8 in WD voltrack(04) +
00000000, It may be possible to continue normally.,

* Press any key to attempt to continue.
* Press CTRLHALTHRESET to restart your computer. You will
lose any unsaved information in all applications.

Press any key to continue



Conclusoes

e Smart card é realidade no Brasil, m&o- de- obr
nao!

e Jva Card promove uma série de beneficios
gue atraem industria e desenvolvedores

e PC/SC é a arquitetura mais solida e utilizada
para conectar PCs a Smart Cards

« Um framework para host deve incluir
conceitos de inteoperabilidade, seguranca,
servicos especificos para cada cartao, etc

« A nova APl Smart Card I/ O: Smplicidade (API
leve) e Versatilidade (Provider de servicos XIC
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Referéncias

« Java Card (site oficial)
« ISR 268

e Portal Java Card Brasil
« PC/SC WorkGroup

« JPC/ SC | PC/ <C Lite

e ITI Brasil

e OpenCard Framework

© Copyright, 2004- 2005 Igor Medeiros
dos os Direitos Reservados - All Rights Reserved.


http://java.sun.com/products/javacard
http://jcp.org/aboutJava/communityprocess/edr/jsr268/index.html
http://www.javacard.com.br/
http://www.musclecard.com/middle.html
http://www.iti.gov.br/
http://www.opencard.org/
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